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Abstract

Current commercial databases allow application programmers to trade off consistency for per-
formance. However, existing definitions of weak consistency levels are either imprecise or they
disallow efficient implementation techniques such as optimism. Ruling out these techniquesis es-
pecially unfortunate because commercia databases support optimistic mechanisms. Furthermore,
optimism is likely to be the implementation technique of choice in the geographically distributed
and mobile systems of the future.

Thisthesis presentsthe first implementation-independent specifications of existing ANSI isola-
tion levelsand anumber of levelsthat arewidely used in commercial systems, e.g., Cursor Stability,
Snapshot Isolation. It also specifies a variety of guarantees for predicate-based operations in an
implementation-independent manner. Two new levels are defined that provide useful consistency
guarantees to application writers; one is the weakest level that ensures consistent reads, while the
other captures some useful consistency properties provided by pessimistic implementations. We
use a graph-based approach to define different isolation levelsin a simple and intuitive manner.

The thesis describes new implementation techniques for supporting different weak consistency
levelsin distributed client-server environments. The mechanisms are based on optimism and make
use of multipart timestamps. A new techniqueis presented that allows multipart timestampsto scale
well with the number of clients and serversin our system; the technique takes advantage of loosely
synchronized clocks for removing old information in multipart timestamps.

This thesis also presents the results of a simulation study to evaluate the performance of our
optimistic schemesin data-shipping client-server systems The results show that the cost of providing
serializability relative to mechanisms that provide lower consistency guarantees is negligible for
low-contention workloads; furthermore, even for workloads with moderate to high-contention
workloads, the cost of serializability islow. The simulation study also shows that our mechanisms
based on multipart timestamps impose very low CPU, memory, and network costs while providing
strong consistency guaranteesto read-only and executing transactions.

Thesis Supervisor: BarbaraH. Liskov
Title: Ford Professor of Engineering
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Chapter 1

| ntroduction

Thisthesisisconcerned with providing good performance along with strong semantic guaranteesfor
atomic transactions in a database system. Databases use transactions to ensure that computations
transform the system from one consistent state to another in spite of concurrency and failures.
To alow programmers to reason about their code in the presence of concurrency, the notion of
seriaizability is provided by many databases, i.e., even though transactions run simultaneously, it
seems as if they execute in some sequential order. However, over the years there has been a great
deal of interest in weak consistency levels that provide guarantees weaker than serializability to
applications. Many weak consistency levels have been proposed in the database literature and all
commercial databases allow transactions to run with weaker consistency guarantees; in fact, some
systems do not even support serializability.
This thesis makes a number of contributions in the area of weak consistency:

e It presents the first implementation-independent definitions of weak consistency levels that
arewidely usedin commercial database systems. Our definitions also handl e predi cate-based
operations correctly at all consistency levelsin an implementation-independent manner. The
previous definitions are either incorrect and allow bad behaviors, or are not sufficiently
flexible and rule out correct behaviors that might be produced by real concurrency control
implementations such as optimism [AGLM95, BOS91, BBG*95, KR81, ABGS87, FCL97].
Our specifications overcome these difficulties and are flexible enough to allow a wide range
of concurrency control techniques.

e |t specifiestwo new levels that provide useful consistency guarantees to application writers.
One of the new levels, PL-2+, is the weakest level that ensures consistent reads; the other
level, PL-2L, captures auseful monotonicity property.

e |t also presentsimplementation-independent specifications of a number of consistency levels
that are commonly used in commercial databases, e.g., Cursor Stability, Snapshot Isola-
tion [Ora95]. Earlier definitions were either informal or based on locking implementations.

11



e |t presents new implementation techniques for supporting different weak consistency levels
in client-server distributed environments. Our protocols are based on optimism and take
advantage of the system structure to offload work from serversto clients thereby making the
system more scalable. Some of our schemes make use of multipart timestamps; we describe
anew techniquethat allows multipart timestamps to scale well with the number of clientsand
serversin our system.

e |t alsoevaluatesthe performance of our consistency schemesviasimulation. Our resultsshow
that implementations that provide strong consistency guarantees such as serializability need
not have high performance penalties compared to schemesthat provide weak guarantees.

1.1 Why Weak Consistency L evels are Useful

Weak consistency levels have been of interest over the years for two reasons. they are useful for
certain applications, and they can be implemented more efficiently than stronger levels thereby
allowing applicationsto achieve a higher throughput.

Implementations of weak levels have been considered primarily in centralized systems using
pessimistic approaches such as locking. Weak consistency levels are desirable in such systems
because transactions either acquire fewer locks, or hold them for shorter periods of time. In
either case, the result is less delay, since fewer transactions attempt to access the same objects
in conflicting modes; additionally, the possibility of deadlock is reduced. We also expect these
performance benefitsto be important in the wide-area distributed systems and in mobile systems of
the future. In these environments, optimistic concurrency control mechanisms appear to be better
than pessimistic ones. However, irrespective of the type of concurrency control mechanism used,
weaker levelsare advantageousin many circumstances. Again, the advantage of weaker consistency
levels is that there are fewer conflicts; this can lead to reduced communication, fewer aborts (in
an optimistic system), or fewer delays (in a pessimistic system). Thus, it is desirable to alow
application programmers to take advantage of weaker levels (when this makes sense) and trade off
consistency for better performance.

Applicationsthat can be executed at |ower degreesof consistency must bewritten taking program
semanticsinto account. There aretwo kinds of applicationsthat can run below serializability. Inthe
first kind, the program writer is aware that certain kinds of conflicts will not occur. Such programs
can be executed at a consistency level that need not provide guarantees with respect to these kinds
of conflicts. Thus, even though the transaction is executed at a level below serializability, it is till
serializable. Hereis an example.

Suppose that a brokerage firm provides advice to its preferred clients about whether the prices
of stocks of afew companies are expected to rise or fall. An analyzer transaction T reads the stock
data of these companiesfor the past few weeks, performs an analysis of the data, writes the results
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to areport log, and sends email to the clients. In this case, the brokerage firm knows that the stock
datawill not be modified by any application and transaction T updates a private part of the database
(only T generates the report and has exclusive access to this region). Thus, T can be executed at
a consistency level below serializability; T will still be serializable because of its access patterns.
If the overheads of providing serializability are higher than the overheads of a weaker consistency
level implementation, the analyzer transaction can achieve better performance by executing at a
lower level.

In the second class of applicationsthat can be executed bel ow serializability, the program writer
handles inconsistent reads and writes in the code itself. Here are a few examples of applications
that follow this style:

e Programs that read approximate or non-serializable information: In this class of
applications, reading an approximate (and inconsistent) state of the databaseis sufficient. For
example, amanager in agrocery store may browse the database to determine the approximate
earnings achieved since the morning.

e Programsbased on weak invariants. Some applications only need to observe a consistent
state of the database; they are programmed such that they require fewer constraints between
multiple objects. For example, suppose that a bank considers a customer to be in good
standing if the allowed credit is less than the customer’s current bank balance. Suppose
that a transaction T; increases a customer’s credit limit to the current bank balance. In a
later transaction T;, the customer deposits money in his account, i.e., T; is ordered before
T;. If abank transaction T, observesthe new balance and the old credit limit, the customer
will be considered in good standing. Since T, reads T;’s updates but does not observe T;'s
modifications, it must be ordered before T; and after T;, which is not possible. Thus, in this
scenario, transactions T;, T;, and T, cannot be serialized eventhough T, observesaconsistent
database state. Thus, the bank application could be written based on requirements weaker
than serializability and still function correctly.

e Programsthat check for violated invariants. Some programs observe broken invariants
but the application programmer writesthe code to take theseinconsistenciesinto account. For
example, in a producer-consumer scenario, suppose that a consumer transaction S removes
al elements from alist containing 10 elements. Transaction S reads the number of entries,
processes each entry and removes it. In the meanwhile, another consumer transaction T
removes 3 elements from the list. After iterating over 7 elements, transaction S receives an
exception that the list isempty. If S has been coded to terminate early, it can be executed at
alower consistency level. However, if it iswritten assuming that the list contains exactly 10
elements, serializability would be needed.
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e Falseconflicts: Falseconflictsoccur dueto grouping of information. Different transactions
may read/write different fields of an object and not conflict at all; such transactions are not
serializable when we consider concurrency control based on objects but are seriaizable if we
treat the fields as separate objects.

Such grouping of information may be done for a variety of reasons. First, keeping track
of individual fields may increase concurrency control overheads substantially. In alocking
scheme, more locks haveto be acquired, released, and kept track of; in an optimistic scheme,
more information has to be sent to servers, resulting in higher network and server CPU over-
heads. Second, grouping of attributes into one object may be done for space considerations.
For example, an age attribute may be an integer in apersonal record of an employee; making
a separate object or tuple for age will increase space overheads. Finally, grouping of objects
may be done for better abstraction properties, e.g., keeping complete information about a
person’smedical information in onetuple/object is preferable compared to spreading the data
over many objects.

The above examples demonstrate that weak consistency levels are sufficient for a large class
of applications. Thus, if weaker levels can be supported more efficiently than higher levels, it
will be worthwhile to execute applications below serializability. However, an important drawback
of weak consistency guarantees is that it is much more difficult to reason about an application’s
correctness: the possibility of destroying database integrity can increase significantly compared to
seriaizability; an application writer has to be fully aware of conflicts of the program code with
other transactions. Thus, unless serializability costs are prohibitive, we believe that transactions
that modify the database should not be executed at low consistency levels.

1.2 Why New Consistency Definitions are Needed

Any set of definitions for weak consistency levels must satisfy two goals. First, they must be
sufficiently restrictive to disallow all behavior that is considered undesirable by application pro-
grammers and end-users, e.g., non-serializable histories should be disallowed by the consistency
level that provides serializability. Second, they must also be permissive enough to allow all good
behavior that is expected by applications, or at least all histories that can occur using some realistic
concurrency control technique. In particular, we would like to allow both pessimistic and optimistic
concurrency control approaches.

Pessimistic schemes such as 2-phase locking require appropriate permission (e.g., read or write)
to be obtained before an object can be accessed. On the other hand, optimistic concurrency control
schemes allow immediate accessto objects. At the end of atransaction, the database system checks
for conflicts and, the transaction is aborted if necessary.
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Most systems in the past have used locking to provide concurrency control. However, it is
important to have definitions of consistency levelsthat allow other concurrency control implemen-
tations such as optimism and multi-version schemes because such techniques may perform better
in some environments. For example, optimism appears to be a good approach for wide-area dis-
tributed systems and systems with disconnected nodes[GK L S94, KS91, TTP95]. Furthermore, it
isimperative that consistency definitions allow optimistic mechanisms since commercial databases
provide different consistency levelsusing such schemes. For example, Gemstone[BOS91] provides
serializability using amulti-version optimistic concurrency control scheme.

There have been three attempts in the past to specify weak consistency levels. We now discuss
why the goals of correctness and flexibility have not been met by them; they are discussed in more
detail in Chapter 2.

The notion of weak consistency levels in database systems was first introduced in [GLPT76].
Theselevelsare also referred to as degrees of isolation in [GR93]. The degrees are numbered from
0 to 3, where degree 3 is the same as seriaizability. The levels proposed in [GLPT76] are based
on notions of locking rather than being independent of a concurrency control technique. Further
refinements to the original isolation levels along with new levels such as Cursor Stability were
introduced in [Dat90].

The second set of consistency specifications, the ANSI/ISO SQL-92 definitions [ANS92], had
the goal of coming up with anindustry standard that wasimplementation-independent. In particular,
the aim was to allow different concurrency control schemes such as locking and optimism. The
ANSI specifications are widely used in database products [IBM99, Ora95]. The ANSI definitions
were based onthework in [GLPT76] and [Dat90] and are stated as aset of phenomenathat different
isolation levels were intended to exclude.

A subsequent paper [BBG'95] showed that the ANSI-SQL definitions were ambiguous and
could be interpreted to allow histories that result in inconsistencies. They proposed a third set of
consistency definitions by proposing a different set of phenomena that was correct and precise.
However, the new definitions were simply equivalent to locking, as was shown in [BBG'95].
Therefore, the definitions in [BBGT95] failed to meet the goals of ANSI-SQL with respect to
implementation independence.

Thus, at present, thereis areal need for new specifications of weak consistency levelsthat are
correct and yet flexible enough to alow avariety of concurrency control techniques.

1.3 Contributions: Specifying Degreesof Isolation

Our first set of contributionsisin the area of redefining and extending isolation levels to permit a
wide range of concurrency control implementations. We present new definitions that capture the
intent of the ANSI/SQL properties, yet allow a wide variety of concurrency control techniques
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including optimistic and multi-version schemes. Our specifications have the following important
attributes:

I mplementation-Independence: They allow arangeof concurrency control mechanismsincluding
locking, optimism and multi-version schemes. Our definitions are complete (they alow all
good histories); in particular, they provide conflict-serializability [BHG87]. It is difficult
to prove completeness for lower isolation levels, but we show that our definitions are more
permissive than those givenin [BBG™95].

Correctness. Our definitions for PL-3 rule out al non-serializable histories since they provide
conflict-serializability. It is difficult to prove correctness for lower levels since well-defined
regquirementsof theselevelshave not been specifiedinthe past. However, situationsdescribed
asundesirablein the literature are disallowed by our conditions.

I ntuitive and Backwards Compatible: Our specifications capture the essence of the ANSI spec-
ifications and are similar to the existing definitions making it easy for programmers to
understand them.

Commercial Applicability: Our specifications characterize alarge number of isolation levels that
arein common use by commercial DBMS products, e.g., Cursor Stability, Snapshot Isolation
used in the Oracle server.

Flexibility for Predicate-based Operations. We specify a variety of guarantees that can be pro-
vided to predicate-based operationsat weak consistency level sin animplementation-independent
manner; a database system can choose the guarantees that it wants to support at each con-
sistency level. Earlier definitions for these operations were either incomplete, ambiguous, or
specified in terms of an implementation such as locking or in terms of a particular database
language such as SQL.

Our definitions are based on the observation that any set of consistency specifications must
not allow transactions to observe violations of multi-object constraints; these are invariants of the
type z + y = 10 that involve multiple objects. The approach suggested in [BBG™95] captures
multi-object constraints by disallowing conflicting operations to run concurrently on individual
objects, i.e., the conditions are specified in terms of single-object histories. However, optimistic
schemes allow conflicting operations to execute simultaneously and still correctly preserve multi-
object constraints; the reason is that the consistency checks take all objects that were accessed
by the committing transaction into account. Thus, any consistency definition that tries to capture
such constraints using a fixed number of objects and transactions will be either incorrect or overly
restrictive and disallow valid histories, i.e., consistency levels must be specified by considering all
accesses of atransaction.
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We have achieved this goa by using a combination of constraints on object histories and serial-
ization graphs [BHG87]. These graphs provide a simple way of capturing multi-object constraints.
Each nodein thisgraph correspondsto some committed transaction T; and edges are added between
nodes corresponding to every read and write performed by T;. Some of our conditions are specified
interms of the different typesof cycles (based on different types of conflicts) that must be disallowed
in these graphs, e.g., serializability disallows all types of cycles whereas the lowest isolation level
disallowsonly cyclesinvolving updates (and not reads). We also use graphsfor defining correctness
conditionsin mixed systemsin which different transactionsmay commit at different isolation levels.

Specifying consistency conditions using graphs and different types of conflicts/dependenciesis
awell-known technique and has been used in the literature for specifying serializability [BHG87,
KSS97, GRI3], semantics-based correctnesscriteria[ AAS93], and for defining extended transaction
models [CR94]. Our approach is the first that applies these techniques to defining ANSI and
commercial isolation levelsin an implementati on-independent manner.

In [GLPT76], it has been shown that locking-based definitions of weak consistency levels
can also be expressed in terms of constraints on graphs. Since these graph-based definitions are
intended to be equivalent to locking, they are not as flexible as our specifications. Furthermore,
those definitions do not consider predicate-based operations and also lack some conditions that are
required for correctness.

Another property of our isolation definitionsisthat they allow an application to request different
isolation guarantees for committed and running transactions. This characteristic provides more
flexibility to system builders and allows efficient implementationsfor providing various consistency
levels. We show our approach in the form of a graph in Figure 1-1. The graph shows guarantees
provided for committed transactions on the Y-axis and guarantees for running transactions on the
X-axis. Our specifications permit any scheme in the X-Y plane. The approach in [BBG'95]
allows only schemesthat are on the diagonal becausetheir specificationsrequire that a concurrency
control scheme provide the same guarantees for running and committed transactions (a lock-based
implementation doesindeed havethis property). Thus, we have extended the i sol ation specification
space from a single line to a two-dimensional grid. This flexibility ensures that a wide range
of concurrency control mechanisms are permitted by our isolation specifications. For example,
CLocc [AGLM95, Gru97] and CLocc with EPL-2+ (discussed in Chapter 5) are disallowed by
the definitions in [BBG*95] (since they do not lie on the diagonal) but are permitted by our
specifications.

1.3.1 Definitionsof Existing Isolation L evels

We have arrived at our new specificationsfor weak consistency levels by understanding the motiva-
tion of the original definitions [GLPT76] and the problems that were addressed in [BBG™95]. Our
isolation conditions capture the essence of the ANSI specifications [ANS92]; for each ANSI-
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Figure 1-1: Separateguaranteesfor running and committed transactionsas provided by our isolation
definitions allows schemes such as CLocc.

SQL degree, we have developed a corresponding portable isolation level that is precise and
implementation-independent. Our levels for committed transactions are called PL-1, PL-2, and
PL-3 where PL-3 isthe same as serializability.

Along with the levels specified by ANSI, we present definitions of existing commercial lev-
els such as Cursor Stability [Dat90] Snapshot Isolation [BBGT95], and Oracle’'s Read Consis-
tency [Ora95]. Unlike earlier definitions, our specifications are implementation-independent. We
specify these levels by extending the graphs used for defining the ANSI levels; different types
of nodes and edges are added to capture the constraints relevant to each level. These definitions
demonstrate that the graph-based approach for specifying isolation levelsisflexible; asnew degrees
are developed in the future, graphs can be used to specify them.

1.3.2 New Isolation Levels

Thereisawide gap between degree 2 (which does not provide consistent reads or writes) and degree
3 (which provides serializability). We have devel oped two new and useful levels between degree 2
and degree 3 and related them to existing commercia consistency guarantees.

Our first level, PL-2+, isthe weakest |evel that ensuresthat transactions do not observe violated
multi-object constraints. However, it allows transactions to update the database in an inconsistent
manner. Thus, PL-2+ lies “halfway” between degrees 2 and 3 since it ensures consistent reads but
alows inconsistent writes. Level PL-2+ ensures that a transaction is placed after all transactions
that causally affect it, i.e., it provides a notion of “causal consistency”. This level disallows all
phenomenathat Snapshot |solation was intended to disallow. Since PL-2+ isweaker than Snapshot
Isolation, it has the potential of being implemented more efficiently, especially in a distributed
client-server system (an efficient optimistic scheme for providing PL-2+ in such environments is
presented in Chapter 5). Thus, PL-2+ may be preferable to Snapshot | solation.
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Our second new level, PL-2L, captures useful properties of a lock-based implementation of
degree 2. It ensures that a transaction observes a monotonically increasing prefix of the database
history as it executes, e.g., in an online auction system, if a transaction closes the auction to sell
a product and a user transaction observes this closure and then the value of the product, PL-2L
will ensure that the user observes the final value of the product. PL-2L can be useful for legacy
applications that execute at degree 2 and assume such monotonicity properties are provided by
a locking implementation; when the system is changed from locking to a different concurrency
control mechanism, PL-2L can be used to ensure that these applications continue to run correctly.
An interesting observation about PL-2L is that it is similar to the Read Consistency guarantees
provided by the Oracle server [Ora95]. Level PL-2L disallows phenomenathat Read Consistency
was intended to disallow. Since PL-2L isweaker than Read Consistency, it may be less expensive
to provide PL-2L than Read Consistency, especially in distributed client-server systems.

1.4 Contributions: New I mplementation Techniques

Our second set of contributions addresses the problem of providing high-performance consistency
mechanisms in distributed client-server systems. In such systems, objects are stored at servers
and clients execute transactions on cached copies of their machines. This architecture is desirable
because alarge fraction of the application’s work can be offloaded from serversto clients, thereby
enhancing the scalability of the system. It isimportant to devel op efficient consistency mechanisms
for such systems since they are expected to be common in the future.

We have designed optimistic schemesto support new and existing isolation levelsin distributed
client-server systems. Optimistic mechanisms are appealing in client-caching systems since they
allow clientsto executetransactions using cached information without extracommunicationwith the
servers; lock-based schemes may require such communication when an object has to be modified.
Thisintuition has been borne out by Gruber’swork [Gru97], which showsthat an optimistic scheme
called CLocc or Clock-based Lazy Optimistic Concurrency Control (CLocc was earlier referred to
as AOCC) outperforms the best-known locking implementation for client-server systems across a
wide range of workloads and system parameters: this research also shows that CLocc scales well
with the number of clients. An additional advantage of optimism isthat it can be easily applied to
disconnected and mobile environments [KS91, TTPT95, GKL S94].

However, Gruber’swork studied only serializability in client-server systems. Efficient and scal-
able optimistic schemes for lower consistency levelsin such environments do not exist. Thus, the
first challengeisto design efficient consistency techniquesfor these levelswith low communication
and server overheads. Furthermore, high-performance optimistic schemes such as CLocc provide
strong serializability guarantees for committed transactions but provide very weak guarantees as
transactions execute. These guarantees are important since application writers may expect certain
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integrity constraintsto be valid while a transaction executes; otherwise, the application may behave
in an unexpected manner (e.g., crash or go into an infinite loop). Optimistic schemes such as
O2PL [FCL97] provide strong guaranteesfor running transactions but they do so at a high commu-
nication cost (to the extent that they lose the advantages of optimism over locking). Thus, another
challenge for client-server systems is to provide strong consistency guarantees to transactions as
they execute yet ensure that the cost of these mechanismsis low.

Multistamp-based M echanisms and Multistamp Truncation

We have devel oped efficient implementations for providing different isolation guarantees to trans-
actions in distributed client-server systems. We have taken advantage of the system structure
and also utilized characteristics of real systems to optimize our mechanisms, e.g., we use loosely
synchronized clocks to truncate some of our data structures.

Our isolation levels have been defined in terms of different types of conflicts and we use
multipart timestamps or multistamps to capture these consistency constraints. Multistamps are
propagated to clients to warn them of potential violations of consistency; if a client does not have
information as indicated by the multistamp, it communicates with the relevant servers. Clients act
on the multistamp information only if it might affect the current transaction. Being lazy buystime
so that the needed consistency information is highly likely to be present by the time it is needed.
Furthermore, it allows us to piggyback most of the information on existing messagesin the system
thereby reducing the overheads of our schemes.

A negative aspect of multistamps is that they do not scale well with a large number of clients
and servers; mechanisms that send multistamps incrementally [BSS91] still require complete mul-
tistamps to be stored at different servers. Instead, we have devised a novel mechanism called
multistamp truncation that keeps them small; this technique takes advantage of the fact that our
multistamps contain real time clock values. Based on the stored time values, the mechanism de-
termines the consistency constraints that are old and replaces them with approximate information.
In our system, this approximation may lead to extra messages sent by clients called consistency
stalls. However, since the removed multistamp constraints are old, it is likely that the consistency
information has been received by the relevant clients from the servers. Thus, discarding it haslittle
impact on system performance; our simulation study shows that multistamps impose negligible
space and time overheads.

This technique assumes that clocks are loosely synchronized; this assumption is redlistic in
today’s environment where protocols such as the Network Time Protocol [Mil92] are able to
achieve low synchronization even in wide-area networks [Mil96]. The correctness of our schemes
is not affected if the multistamps are truncated too early or if the clock synchronization is poor.

We also use our multistamp-based mechanisms for providing consistent views to transactions
as they execute and for efficiently committing read-only transactions. Read-only transactions are
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common in transaction processing workloads and improving their performance can significantly
improve overall system performance. Our techniques help in reducing latency of read-only trans-
actions since they can commit these transactions without communicating with the serversin most
cases, CLOCC requires a message roundtrip for committing all read-only transactions. They also
make the system more scalable since there are fewer network messages and most of the work for
committing read-only transactions is offloaded to clients. Furthermore, the server need not vali-
date (i.e., check for serializability) read-only transactions; it needs to validate update transactions
only with other update transactions. Even though we present our mechanismsin conjunction with
CLocc, they can be used for committing read-only transactionsin hybrid systems, i.e., where update
transactions are committed using optimism or locking and read-only transactions are committed
optimistically using our mechanisms; such a system was presented in [CG85].

1.5 Contributions: Experimental Evaluation

This thesis also evaluates the relative performance of implementations of different isolation levels
in a distributed client-server system in which clients cache objects and the transaction code is
executed at client machines (i.e., adata-shipping system architecture). To our knowledge, thisisthe
first published study that compares implementations of different isolation levels in such systems.
We used a simulator to evaluate different isolation mechanisms using workloads with low to high
contentionin LAN and WAN environments.

In our study, we assume that clients can cache the accessed objects for the duration of the
transaction; this assumption is valid for a large class of applications because we have developed
an efficient object-caching mechanism [CALM97]. We also expect our results to hold for some
applications in which a transaction’s accessed data cannot be cached at a client machine; in many
such applications, contention rarely occurs and our simul ation results for |ow-contention workloads
can be applied to such cases aswell.

We wanted to understand the performance gains offered by committing update transactions at
weaker isolation level s since these gains have a high productivity cost: adatabase programmer must
carefully analyzethe application code and ensure that it does not corrupt the database when executed
at alow isolation level. We were aso interested in determining the overheadsof high isolation level
implementations such as PL-2+ and serializability for read-only and executing transactions since
providing stronger consistency guarantees for these transactions further reduces the burden on a
database programmer by making it relatively easier to reason about correctness of the application
code.

Our results show that providing strong consistency guaranteesto update, read-only, and running
transactionsin client-server systemsis not expensive:

e The cost of providing strong consistency guarantees such as serializability to update trans-
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actions is negligible for low-contention workloads. The reason is that CLocc (which we
use for providing serializability) haslow CPU and communication overheads when there are
few conflicts in the workload. This is an important result since many applications exhibit
low-contention and such workloads are one of the main environmentsrecommended for using
weaker isolation | evels; thisrecommendationisbased onthe assumptionthat ahigher isolation
level mechanism imposes unnecessary performance penalties for such an application.

e For workloads with moderate to high contention, the cost of providing serializability to
update transactionsis more but it is still not high. At higher contention, the number of aborts
is higher in any optimistic scheme including CLocc. However, in CLOCC, the performance
degradation dueto serializability isnot proportional to theabort rate. Thereasonisthat CLocc
has low costs for restarted transactions and it prevents excessive wasted work by aborting a
transaction T early during T's execution. Thus, very high abort rates do not necessarily result
in a corresponding performance penaty. For example, even at very high contention (with
a high abort rate of more than 100%), the throughput degradation due to serializability was
observedto be approximately 10%. In general, we observed that the performance degradation
due to serializability is significant only when contention is high and the cost of restarting a
transaction is high.

e The cost of providing strong consistency guarantees such as PL-2+ using our multistamp-
based mechanismsto read-only transactionsislow in all workloads; aperformance penalty of
2-10%isincurred in such animplementation compared to asystemthat provides serializability
only for updatetransactions. Unlike CLOCC, these schemesare ableto avoid sending acommit
message to the servers for most read-only transactions. The results show that the CPU,
memory, and network costsimposed by multistamps are very low: the multistamp truncation
technique is effective and multistamps smaller than 100 bytes are sufficient for ensuring that
few extra messages are sent in the system for maintaining consistency information. The
results also show that our multistamp-based mechanisms can be used for providing strong
consistency guarantees to executing transactions at very low costs.

1.6 ThesisOutline

Thisthesisis organized asfollows.
Chapter 2 analysesthe definitions for different i solation degreesthat have been presented in the
literature; it showswhy the current definitions are inadequate and motivates the need for our work.
Chapter 3 presents our new specificationsfor the existing ANSI degrees of isolation and proves
that they are more flexible than the existing definitions; we provide definitions for both committed
and executing transactions. This chapter also discusses how various levelsinteract with each other.
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Chapter 4 presents definitions of our two new isolation levels, PL-2+ and PL-2L, for committed
transactions. It describes the implementation-independent specifications of Cursor Stability, and
Oracle’'s Snapshot Isolation and compares it with PL-2+; it also presents a level that captures the
essence of Oracle’'s Read Consistency and comparesit with PL-2L.

Chapter 5 presents our mechanisms for providing different isolation guarantees to committed
and running transactions. It describes CLocc and our multistamp-based techniques for efficiently
committing transactions and for providing strong guarantees to running transactions.

Chapter 6 discusses our experimental framework. It describes our simulator environment and
the workloads that we use for the performance study.

Chapter 7 presents the simulation results for comparing implementations of various isolation
levels; it also evaluates the cost of multistamps and the cost of committing read-only transactions.

Chapter 8 concludesthe thesiswith a summary of our work and suggestionsfor future research.
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Chapter 2

Existing Definitions

This chapter discusses the specifications for different consistency levels that have been presented
earlier in the literature [GLPT76, ANS92, BBG™95] and motivates the need for our work.

The chapter is organized in the following manner. Section 2.1 presents the original definitions
of consistency [GLPT76] and Section 2.2 describes the ANSI/ISO SQL-92 definitions that were
later developed [ANS92]. Section 2.3 summarizes the discussion from [BBG'95]. In Section 2.4,
we demonstrate why the solution suggested in [BBG™95] is inadequate.

2.1 Degreesof Isolation

The concept of weak consistency levels was first introduced in [GLPT76] under the name Degrees
of Consistency, with the aim of providing improved concurrency (and hence better performance) for
some workloads by sacrificing the guarantees of full serializability. The degreeswere also referred
to asLevel sof Consistency in acompanion paper [A ™+ 76] and Degreesof Isolationin[Dat90, GR93].
The definitions were based on notions of locking: weaker isolation was achieved by reducing the
duration (long to short) for which read or write-locks were held. Long-term locks are held until the
transaction taking them commits; short-term locks are released immediately after the transaction
completes the desired read or write that triggers the lock attempt.

Four degrees of consistency were defined in [GLPT76]. At degree 0, only short write-locks are
acquired by atransaction (no read-locks); at degree 1, there are only long write-locks; at degree 2,
there are short read-locks and long write-locks; and at degree 3, there are long read and write-locks.

Degree 3 provides serializability since a history acting under 2-phase locking protocal is seri-
alizable [BHG87, GR93]. Early release of locks permits histories that are not serializable. Degree
2 requires transactions performing reads to take (at least) short read-locks, which implies that these
transactions are unabl e to read uncommitted updates of transaction acting under degree 1 or higher
(due to long write-locks). Transactions at all levels acquire long-term write-locks to prevent con-
current transactions from overwriting each others' changes. Transactions at degree 0 and 1 are not
normally expected to perform any writes, but only to get an approximate idea of the database state.
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The word “isolation” was chosen to emphasize the fact that different isolation degrees provide
varying levels of non-interference of various transactions against each other. Serializability offers
the highest degree of isolation sinceaprogrammer can writethetransaction codewith the assumption
that the operations of other transactions will not interfere with his/her transaction’s execution.

Thework in [GLPT76] also suggests a promising approach that definesisolation levelsin terms
of graphs. However, since the authors wanted to give an alternate definition of locking behavior
using constraints on cycles, their definitions disallow many histories that are permitted by us; such
behavior can occur with optimistic or multi-version schemes. Furthermore, those definitions do not
consider predicate-based operations and also lack some conditionsthat are required for correctness.

2.2 ANSI/ISO SQL -92 Definitions

Further refinements to the original isolation levels along with new levels such as Cursor Stability
were introduced in [Dat90]. The work in [GLPT76] and [Dat90] set the stage for the ANSI/ISO
SQL-92 definitions[ANS92] for isolation levels. The ANSI levelswereinformally defined in terms
of English statementsthat proscribed certain typesof behavior or phenomenafor eachisolationlevel;
acompletely serializable system disallowed all these situations whereas lower levels of consistency
prevented some situations but allow others.

ANSI/ISO SQL-92 [ANS92] defines the phenomenain English as follows:

Dirty Read — Transaction T; modifiesx. Another transaction T, then readsx before T
commits or aborts. If T, then aborts, T, hasread adataitem that was never committed
and so never really existed.

Fuzzy or Non-repeatable Read — Transaction Ty reads x and then T, modifies or
deletes x and commits. If T then attempts to reread X, it receives a modified value or
discoversthat the dataitem has been del eted.

Phantom — Transaction T, reads a set of data items satisfying some <sear ch
condi ti on>. Transaction T, then creates data items that satisfy T1's <sear ch
condi ti on> and commits. If T, then repeats its read with the same <sear ch
condi ti on>, it getsaset of dataitems different from the first read.

The phenomena have not been stated in terms of any particular concurrency control scheme. An
important goal of the ANSI/ISO isolation designers was to have flexible definitions that permit a
variety of concurrency control mechanisms. Furthermore, the designers also wanted a higher isola-
tion level to be obtained from alower one by simply disallowing more phenomenaor bad situations
(i.e., an “additive” kind of property). They defined successively more restrictive isolation levels:
READ COMMITTED, REPEATABLE READ, and SERIALIZABLE, which were intended to correspond to
degrees 1-3 of [GLPT76] respectively. The ANSI levels are defined as follows. READ COMMITTED
disallows Dirty Read, REPEATABLE READ disalows Fuzzy Read as well, and SERIALIZABLE pre-
vents all the above phenomena; the intent of the SERIALIZABLE isolation level is that disallowing
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al bad situations should provide the normally accepted notion of seridizability, i.e., even though
transactions execute concurrently, it seems as if they ran in some serial order. There was also a
lowest isolation level, READ UNCOMMITTED, that proscribed none of the phenomena. However,
READ UNCOMMITTED Was not allowed to operatein SQL except in the read-only access mode.

2.3 Preventative Phenomena Approach

The authors of [BBGT95] analyzed the ANSI-SQL standard and demonstrated several problemsin
itsisolation level definitions: some definitionswere ambiguous, while otherswere missing entirely.
They showed that the ANSI/ISO definitions have at least two possible interpretations. The first
interpretation follows the written description closely and disallows the described situation; we will
call thisinterpretation astheanomalyinter pretation. Theother interpretation preventsany execution
sequence that may lead to undesirable behavior; we shall call thisinterpretation the preventativein-
terpretation (thework in [ABJ97] presentsadifferent way of stating the preventativeinterpretation).
Thus, the anomaly interpretation allows more histories than the preventative interpretation.

[BBGT95] showsthat the anomaly interpretation is incorrect since disallowing al phenomena
does not necessarily disallow all non-serializable histories, i.e., a database system that provides
isolation guarantees using this interpretation can cause applications to behave incorrectly. Thus,
the authors suggest that the preventative interpretation is the correct interpretation of the ANSI
definitions. We now summarize this discussion.

We have shown the two different interpretations of the ANSI levelsin Figure 2-1. Theanomaly
interpretation is prefixed by A and the preventativeinterpretation is prefixed by P. Reads and writes
aredenoted by “r” and “w” respectively; “a’ and “c” denote abort and commit. An operation “ri(X,
v)" indicates that transaction T1 has read object x and the read value isv. Similarly, “w1(X, Vv)”
indicates that transaction T, has modified object xX's valueto bev. Each entry in the table shows an
undesirable situation that must be disallowed.

For dirty reads, proscribing A1 ensuresthat if T, readsfrom an uncommitted transaction T, that
aborts, To must not be allowed to commit. The preventative interpretation, P1, is more restrictive
and requires that a transaction T, must not read any object from an uncommitted transaction T,
(thereis no abort or commit action for T1 between w1 (x) and ry(x)); the lack of an abort or commit

| Phenomenon | Anomaly Interpretation | Preventative Interpretation |
Dirty Write | None PO: wi(X) ... wa(X)
Dirty Read AL wi(X)...r2(X) ... (a1 and c; in any order) P1: wi(X) ... ra(x)
Fuzzy Read | A2: ri(X)...W2(X)...C2...11(X)...C1 P2: r1(X) ... wa(X)
Phantom A3 rn(P)...wo(yinP)...ca...11(P) ... ¢ P3: ri(P) ... wy(yinP)

Figure 2-1: Anomaly and Preventative Interpretations of ANSI levels
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action in the condition simply means that all combinations of aborts and commits after rp(x) are
disallowed.

For fuzzy reads, proscribing A2 preventsatransaction T, from committing if T, reads an object
X twice and another transaction T, overwrites x between the two reads by T1. Phenomenon P2
simply rules out the overwriting of an object being read by an uncommitted transaction.

In databases, queries and updates may be performed on a set of objects if a certain condition
calledthepredicateissatisfied. PhenomenaA3and P3 deal withinconsistenciesinvolving predicates
and aresimilar to A2 and P2. The notation “r1(P)” meansthat transaction T, has read objects based
on a predicate P and “wy(y in P)” says that an object which satisfies P has been modified by T».
Proscribing P3 requires that T, cannot modify a predicate P by inserting, updating, or deleting a
row if an uncommitted transaction T4 has observed objects based on P.

However, phenomenon P3 does not prevent all problems with phantoms. For example, a
phenomenon similar to A1 can occur with respect to predicate reads; phenomenon P1 does not
prevent such a scenario aswell.

An additional property, not included in ANSI/ISO SQL-92, isintroduced in [BBG'95]:

Dirty Write— Suppose T1 modifiesx and T, further modifies x before T, commits or
aborts. If either T4 or T, aborts, it is unclear what the real value of x should be.

Thepreventativeinterpretation of dirty write, PO, saysthat atransaction cannot overwritethe changes
made by an uncommitted transaction. There is no anomaly interpretation givenin [BBG*95]; the
authors assume PO to be a basic requirement that should be included in all levels of consistency.

The paper noted that proscribing these phenomenato defineisolation levelsissimply adisguised
form of imposing a locking protocol on a history. Proscribing PO is simply a disguised locking
definition, requiring T, and T» to acquire long write-locks. Similarly, proscribing P1 requires T,
to acquire along write-lock and T to acquire (at least) a short-term read-lock, and proscribing P2
requires the use of long read and write-locks; disallowing P3 requires acquisition of long phantom
read-locks[GR93].

The ANSI levels are redefined in [BBG195] as follows: READ UNcomMmITTED disallows PO,
ReaD ComMITTED disallows PO and P1, REPEATABLE READ disallows PO - P2, and SERIALIZABLE
disallows PO - P3. Figure 2-2 relatesisolation levels, preventative phenomena, and the use of locks.

We now present two examples from [BBGT95] that differentiate the preventative and anomaly
interpretations. Since PO, P1, P2, and P3 together are equivalent to two-phase locking, all histories
permitted by them are serializable. However, the sameisnot true for anomaly serializable histories,
which disallow PO, A1, A2, and A3.

The examplesconcernatransfer from xtoy, wheretheinvariant isthat z +y = 100. History H;
differentiates P1 from A1, it showsthat Al isnot sufficiently strong to prevent anomal ous behavior:

Hy: ri(x, 50) wa(x, 10) ra(x, 10) ra(y, 50) ¢ rai(y, 50) wa(y, 90) c;
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Locking Isolation Level Proscribed Read-Locks on Data Items | Write-Locks on Data
Phenomena and Phantoms(sameunless | Items and Phantoms
noted) (always the same)
Degree 0 none none Short write-locks
Degree1=READ UNCOMMITTED | PO none Long write-locks
Degree 2 = READ COMMITTED | PO, P1 Short read-locks Long write-locks
REPEATABLE READ PO, P1, P2 Long data-item read-locks, | Long write-locks
Short phantom read-locks
Degree 3 = SERIALIZABLE PO, P1, P2, P3 | Long read-locks Long write-locks

Figure 2-2: ANSI isolation levels based on locking (preventative interpretation)

Transaction T, does the transfer properly yet transaction T, observes the total to be only $60. H;
isanomaly serializable: phenomenon PO does not occur because there are no concurrent writes in
the system, A1 does not happen since both transactions commit, and A2 does not occur since ho
transaction reads the same data item twice. However, H; is not serializable because T, observesan
inconsistent state of the database and commits. On the other hand, the preventative interpretation
disallows this history since P1 has been violated (T, performs adirty read of object X).

History H, differentiates A2 and P2 (a similar history can be used for A3 and P3):

Hy: ra(x,50) ri(x, 50) wi(x, 10) ri(y, 50) wi(y, 90) c1 ra(y, 90) ¢

With theanomaly interpretation, A2isnot violated since T, never readsx again after T, hasmodified
it (POand Al arealsonot violated). Thus, history H, isanomaly serializablebut it isnot serializable
since T, observes the sum of x and y to be $140 and commits. The preventative interpretation
disallows Hy because condition P2 has been violated (due to ry(X) and w1 (X)).

Thus, theauthorsconcludethat the ANSI/I SO SQL -92 i sol ation definitions should beinterpreted
using the preventative interpretation and not the anomaly interpretation.

2.4 Analysisof Preventative Definitions

The ANSI definitions are imprecise becausethey allow at |east two interpretations; furthermore, the
anomaly interpretation is definitely incorrect. The preventativeinterpretation is correct in the sense
that it rules out undesirable (i.e., non-serializable) histories. However, this interpretation is overly
restrictive sinceit also rules out correct behavior that does not lead to inconsi stencies and can occur
inareal system. Thus, any system that allowssuch historiesisdisallowed by thisinterpretation, e.g.,
databasesbased on optimistic mechanisms[AGLM 95, BOS91, BBG' 95, KR81, ABGS87, FCL97].
Wefirst show that the preventativeinterpretation isoverly restrictivesinceit rulesout serializable
histories. Next we briefly discuss how optimistic schemes deal with good and bad histories; finally,
we show why the preventative interpretation disallows optimistic and multi-version mechanisms.
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2.4.1 Restrictiveness

This section illustrates the restrictiveness of the preventative interpretation by giving examples of
serializable behavior that it rules out. First, consider the non-serializable history Hq, which was
presented in the previous section:

Hy: ri(x, 50) wi(x, 10) ra(x, 10) ra(y, 50) ¢ ri(y, 50) wi(y, 90) c1

H, is clearly not serializable and ought not to be permitted by any concurrency control scheme.
However, suppose that transaction T reads the new values of x andy asinstalled by T1:

Hy: ri(x, 50) wi(X, 10) ri(y, 50) wa(y, 90) ra(x, 10) ro(y, 90) c1 2

In this case, T,'s reads happen after T,1's writes have occurred but before Ty commits. History Hy
is serializable but is not permitted by the preventative interpretation because it violates P1. Now
consider history H, whichis not serializable since T, reads x's old value and y's hew value:

Hj: ra(X, 50) r1(X, 50) wi(x, 10) r1(y, 50) wi(y, 90) ¢ ra(y, 90) ¢

Instead of reading the new value of y, supposethat T, readsthe old values of x andy. Theresulting
history, Hy, is serializable:

Hy: 1a(x,50) ri(x, 50) wi(x, 10) ra(y, 50) ra(y, 50) wa(y, 90) ¢z ¢

However, Hy isdisallowed by the preventative interpretation becauseit violates P2 (T, overwrites
objects x and y that have been read by an uncommitted transaction T»).

It isnot surprising that the preventative interpretation rules out histories like Hyr and Hyr. This
interpretation prevents conflicting operations from executing concurrently; it disallows all histories
that would not occur in alock-based implementation. Thus, even though the operationsin Hy and
H. have been scheduled such that these histories are serializable, the preventative interpretation
disallows them because they allow conflicting reads and writes to run simultaneously.

The real problem with the preventative approach is that the phenomena are expressed in terms
of single-object histories. However, the properties of interest are often multi-object constraints.
To avoid problems with such constraints, the phenomena need to restrict what can be done with
individual objectsmorethan isnecessary. Our approach avoidsthisdifficulty by using specifications
that capture constraints on multiple objects directly.

2.4.2 Optimism

The fact that some legal histories are ruled out by the preventative interpretation would not be
important if those histories did not arise in real implementations. But in fact both histories Hys
and Hy are allowed by optimistic and multi-version mechanisms. Since an important goal of the
ANSI/ISO SQL-92 isolation level sisto permit non-locking implementationswhile providing useful
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guarantees to a database programmer, providing a definition of these levels that precludes all but
lock-based implementations is undesirable.

Before we describe how optimistic schemes deal with histories such as H, and Hyr, we briefly
discuss the characteristics of these schemes. Unlike a locking scheme, optimistic implementations
allow conflicting operations by concurrent transactions and abort some transactions if necessary.
In these schemes, modifications are not made to the database directly; instead they are made to
volatile copies. These copiesareinstalled in the database at commit timeif the transaction validates
successfully. During the validation process, the database system checksif acommitting transaction
T can be serialized by comparing T's reads/writes with the reads/writes of other transactions. If
validation fails, T is aborted.

Validation isdonein two different ways— forward and backward validation [Hae84]. Forward
validation compares the transaction with all uncommitted transactions; if acommitting transaction
T has modified any object that has been read by an uncommitted transaction S, T is aborted. Thus,
when transaction S commits, only its writes will have to be validated; its reads are certain to be
valid. (Forward validation schemes are similar to “optimistic locking” implementations [FCL97].)
Backward validation checks the committing transaction T against all previously committed trans-
actions; if T hasread any object x that has been modified by a committed transaction since T read
X, T isaborted. Since backward validation does not consider uncommitted transactions, the commit
of atransaction may cause an uncommitted transaction to abort later; furthermore, unlike forward
validation, a preparing transaction’'s reads must be validated as well.

Disallowing Bad Histories

Both forward and backward schemes will reject H; and H,. History Hy is not permitted by most
optimistic implementations since these schemes operate on local copies and disallow dirty reads.
Consider aprefix of history Hy:

H> (prefix): ra2(x, 50) ri(x, 50) wa(x, 10) ri(y, 50) wi(y,90) A

If T, triesto commit at point A, aforward validation scheme will abort Ty since T1’s modifications
conflict with the reads of an uncommitted transaction T». A backward validation schemewill allow
T, to commit. However, when T» triesto commit, it will be aborted because acommitted transaction
T4 has overwritten an object x that was read by T».

Accepting Good Histories

We now discusswhy phenomenaPO0, P1, and P2 rule out optimistic schemeswhen each phenomenon
is considered individually.

Phenomenon PO can occur in optimistic implementations since there can be many uncommitted
transactions modifying local copies of the same object concurrently; if necessary, some of them will
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beforced to abort so that serializability can be provided. Thus, disallowing PO canruleout optimistic
implementations, e.g., thefollowing serializable history that is allowed by many optimistic schemes
isruled out by PO:

Hy: wi(X, 10) wa(y, 90) wa(X, 50) wa(y, 50) ¢ a

Proscribing P1 disallows transactions from reading updates by uncommitted transactions. Such
reads are disallowed by many optimistic schemes, but they are desirable in mobile environments,
where commits may take a long time if clients are disconnected from the servers [GHOS96,
GKLS94]. For example, history Hy can occur in a mobile system, but P1 disallows it. In
such a system, commits can be assumed to have happened “tentatively” at client machines; later
transactions may observe modifications of those tentative transactions. When the client reconnects
with the servers, its work is checked to determine if consistency has been violated and the relevant
transactions are aborted. Of course, if dirty reads are allowed, cascading aborts can occur, e.g.,
in history Hy/, T, must abort if T, aborts; this problem can be alleviated by using compensating
actions[KS91, TTP195, KSS97]. Another environment where reads from uncommitted transactions
may be desirable are high traffic hotspots [O’'N86]; disallowing P1 rules out mechanisms designed
for these situations.

Proscribing P2 disallows a transaction to modify an object that has been read by another un-
committed transaction (P3 rules out a similar situation with respect to predicates). As with PO,
uncommitted transactions may read/write the same object concurrently in an optimistic implemen-
tation. Thereis no harm in allowing phenomenon P2 if transactions commit in the right order. For
example, history Hy is accepted by both forward and backward validation schemes. Consider a
prefix of history Hy:

Hy (prefix): rp(X, 50) ri(X, 50) wi(X, 10) ri(y, 50) ra(y, 50) wi(y, 90) A

If T, and T; try to commit at point A (in the order T, followed by T1), both validation schemes
will allow the commits; T1 will be serialized after T.. When T, tries to commit, it succeeds
validation with a forward validation scheme since it has not modified any object. When T; triesto
commit later, it succeeds since its modifications do not conflict with any uncommitted transaction’s
reads/writes. With a backward scheme, T, commits successfully since it does not conflict with an
already committed transaction; similarly, T; isaso allowed to commit later.

2.4.3 Multi-version schemes

Multi-version schemes [Ree78, BHG87, BBG' 95, Wei87] allow multiple versions of the same
object to exist in the database state. Thus, in a history such as H,, when transaction T tries to
read object y, it can be provided with an old version of y (and not the latest version) resulting
in a serializable history. However, the conditions in the ANSI definitions (and the preventative
interpretation) are specified in terms of single-version object histories rather than multi-version
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histories. Thus, they are inadequate for analyzing multi-version schemes. In fact, the authors
in [BBGT95] point out that in order to place multi-version schemes such as Snapshot Isolation in
the isolation hierarchy, the designer of the scheme must first map the histories of such schemesto
single-version histories and then apply the consistency conditions. We address his problem directly
by specifying our conditionsin terms of multi-version histories.

25 Summary

This chapter has analyzed the existing definitions for various degrees of isolation. The original
definitions presented in [GLPT76] were inspired by a lock-based interpretation. That work also
presented informal English statementsthat formed the basisof the ANSI/ISO SQL-92 definitions, an
industry standard [ANS92]. However, as shown in [BBG™95], these definitions are ambiguous and
at least oneinterpretation can permit historiesthat lead to inconsistencies. The authorsin [BBG'95]
suggest another interpretation called the preventative interpretation that is essentialy a disguised
form of locking. Our analysis showed that this interpretation is overly restrictive since it disallows
historiesthat can occur in realistic implementations, especially systemsthat use optimistic or multi-
version mechanisms. The preventative interpretation only permits implementations that prevent
conflicting operationsfrom running concurrently. On the other hand, optimistic schemesallow such
operations to execute simultaneously and then abort the relevant transactions.
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Chapter 3

Proposed Specifications for Existing
| solation Levels

This chapter presents new specifications for the existing ANS| isolation levels. Our definitions
allow optimistic and multi-version implementations; we also specify a variety of guarantees for
predicate-based operations at weak consistency levels in an implementation-independent manner.
Our specificationsaddressthe issues of multi-object constraints directly by using complete read and
write sets of transactions. We specify different isolation levels using a combination of constraints
on object histories and graphs; we proscribe different types of cyclesin aserialization graph at each
isolation level. Apart from using graphs to define isolation levels for committed and transactions,
we also use them to specify interactions among various isolation levels.

Our graphsare similar to thosethat have been used beforefor specifying serializability [BHG87,
KSS97, GR93], semantics-based correctnesscriteria[ AAS93], and for defining extended transaction
models [CR94]. Our approach is the first that applies these techniques to defining ANSI and
commercial isolation levels.

The rest of this chapter is organized as follows. Section 3.1 presents the system model and
terminology that we usefor our specifications. Section 3.2 presents our specificationsof the existing
isolation levels for committed transactions. In Section 3.3, we discuss how various levels interact
with each other. In Section 3.4, we provethat our specificationsallow more historiesand are strictly
lessrestrictive than the preventativeinterpretation. In Section 3.5, we discusshow our specifications
can be extended to provide consistency guaranteesto transactions as they execute.

3.1 System Model and Terminology

We now present the system model and terminology that will be used for specifying our isolation con-
ditions. We use amulti-version model similar to what has been presented in the literature [BHG87].
However, unlike earlier work, our model incorporates predicates and handles them in a correct and
flexible manner at al isolation levels.
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3.1.1 Database Model

The database consists of objectsthat can be read or written by transactions. Each transaction reads
and writes objects and indicates atotal order in which these operations occur; thus, our transactions
are sequential in nature. Anobject hasoneor moreversions. Transactionsinteract with the database
only in terms of objects; the system maps each operation on an object to a specific version of that
object. A transaction may read versions created by committed, uncommitted, or even aborted
transactions; constraints imposed by some isolation levels will prevent certain types of reads, e.g.,
reading versions created by aborted transactions.

When atransaction writes an object x, it createsanew version of x. A transaction T; can modify
an object multiple times; itsfirst update of object x is denoted by x; 1, the second by X; », and so on.
Version x; denotesthe final modification of x performed by T; before it commits or aborts. That is,

X; = Xi., Wheren = max {j | x; ; exists}
Thelast operation of atransactionisacommit or abort operationto indicate whether thetransaction’s
execution was successful or not; thereis at most one commit or abort operation for atransaction.

An event is added to a transaction’s sequence of events after it has been registered by the
database, e.g., for a read event of version x;, it could mean that the database has added x; to the
transaction’s read set and returned the relevant value. Similarly, in an optimistic system, a commit
may be requested for transaction T; but T; may abort; in this case, we register an abort event for T;
and not a commit event.

The database state refers to the versions of objects that have been created by committed and
uncommitted transactions. The committed state of the database reflects only the modifications of
committed transactions. When transaction T; commits, each version x; created by T, becomes a
part of the committed state and we say that T; installs x;. If T; aborts, x; does not become part of
the committed state. Thus, the system needs to prevent modifications made by uncommitted and
aborted transactions from affecting the committed database state.

Conceptually, the committed state comes into existence as aresult of running a special initial-
ization transaction, T;,;;. Transaction T;,,;; createsall objectsthat will ever exist in the database; at
this point, each object x hasan initial version, X;,;;, caled the unborn version. When an application
transaction inserts an object x (e.g., inserts atuple in arelation), we model it as the creation of a
visible version for x. When atransaction T, deletes an object x (e.g., by deleting a tuple from some
relation), we model it as the creation of a special dead version, i.e., in this case, x; (aso called
Xdead) IS @ dead version. Thus, object versions can be of three kinds — unborn, visible, and dead;
the ordering relationship between these versionsis discussed in Section 3.1.2.

All objects in the database have a unique identity that is not based on field values. Suppose
transaction T; deletes X (i.e., X; is a dead version) and a later transaction T, checksif this tuple
existsand insertsanew tuple. Transaction T;’sinsert operation overwritesthe unborn version of an
object y that has not been used before and createsavisible version of vy, i.e., the deleted and inserted
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objects are different.

When atransaction T; performs an insert operation, the system selects a unique object x that has
never been selected for insertion before and T; creates a visible version of x if T; commits. If two
transactions try to insert a tuple with the same field values, the system selects two distinct objects
for insertion. The decision whether both tuples can be inserted is |€eft to the application and the
database system, i.e., our model does not require that the database contains unique tuples.

We assumeobj ect versionsexist forever in the committed stateto simplify handling of insertsand
deletes. Animplementation only needsto maintain visible versions of objects, and asingle-version
implementation can maintain just onevisibleversion at atime. Furthermore, application transactions
inareal systemaccessonly visibleversions. Well-formed systemsenforcethisconstraintin different
ways. For example, in an object-oriented database system, an application might be unable to access
deleted objects since the system provides garbage collection. In arelational database with explicit
deletion, a transaction might look up an object using its primary key after that object has been
deleted. The system can inform the transaction that no such object exists, or, if keys are reused, it
could return a different object. Asdiscussed above, in our model, these objects will be considered
to be distinct.

3.1.2 Transaction Histories

We capture what happensin an execution of a database system by ahistory. A history H over a set
of transactions consists of two parts— a partial order of events E that reflects the operations (e.g.,
read, write, abort, commit) of those transactions, and a version order, <, that is a total order on
committed object versions.

Each event in a history corresponds to an event of some transaction, i.e., read, write, commit
or abort. A write operation on object x by transaction T; is denoted by w;(X;) (W;(X;.,) for the
mt modification to x); if the value v is written into x;, we use the notation, w;(x;, v). When a
transaction T; reads adataitem X, it reads some version of x that was written by atransaction T; (T;
could be the same as T;); we denote this asr;(x;) (or r;j(X;.,) if T; reads an intermediate version).
Toindicate that T; has read x;’s value to be v, we use the notation r;(x;, v). Note that version x; is
not necessarily the most recently installed version in the committed state. (The subscript of “w” in
the write operation is always the same as the version of the modified object; this redundancy exists
so that the notation for writesis similar to that for reads.)

The partial order of events E in a history obeysthe following constraints:

e |t preservesthe order of all eventswithin atransaction including the commit and abort events.

o If an event rj(x;.n) existsin E, it is preceded by w;(x;.») in E, i.e., atransaction T; cannot
read version x; of object x before it has been produced by T;.

o If an event w;(x;.,) isfollowed by r;(x;) without an intervening event w;(X; ) in E, X; must
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be x; . Thiscondition ensuresthat if atransaction modifies object x and later reads x, it will
observeitslast update to x.

The partial order in [BHG87] places more constraints than the ones given above since their
theory has been developed for defining serializability. In our case, we add those extra conditions
as they are needed at each lower isolation level; our specification of serializability captures all
conditions presented in [BHG87].

For convenience, we will present history eventsin our examples as a total order (from left to
right) that is consistent with the partial order. Furthermore, wherever possiblein our examples, we
make this total order be consistent with the real-time ordering of events in a database system; a
similar approach was adopted in [GR93].

The second part of a history H is the version order, <, that specifies a total order on object
versions created by committed transactionsin H; thereisno constraint on versionsdue to uncommit-
ted or aborted transactions. We refer to versions due to committed transactionsin H as committed
versions and impose two constraints on H's version order for different kinds of committed versions:

e the version order of each object x contains exactly oneinitial version, X;,;:, and at most one

dead version, Xgeqd-

® Xinit iSX'sfirst versioninitsversion order and X444 iSitslast version (if it exists); al visible
versions are placed between X;,,;+ and Xgeqq-

We additionally constrain the system to allow reads only of visible versions:

e if rj(x;) occursin ahistory, then x; isavisible version.

For convenience, we will typically only show the version order for visible versionsin our example
histories; in cases where unborn or dead versions help in illustrating an issue, we will show some
of these versions as well.

Theversion order in ahistory H can be different from the order of write or commit eventsin H.
Thisflexibility is needed to allow certain optimistic and multi-version implementations where it is
possible that aversion x; is placed before version x; in the version order (x; < X;) even though x;
isinstalled in the committed state after x; isinstalled. For example, consider history Hyrite—order-

Huyrite—order: W1(X1) W2(X2) Wa(y2) C1 C2 ra(X1) Ws(Xa) Wa(ys) a4 [x2 < x1]
In this history, the database system chooses the version order X, < X1 even though T; commits
before T,. The fact that the write of x; occurs before x5 in the history does not determine the
version order either; the system chooses the version order for each object. Furthermore, there
are no constraints on x3 (yet) or y, since these versions correspond to uncommitted and aborted
transactions, respectively.

In our examples, the subscripts used for labeling transactions are used purely as identifiers and
are not supposed to imply any ordering between transactions; al orderings are specified by the
history and the version order. Thus, in a history, events of T; may or may not precede eventsof T».
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3.1.3 Predicates

We now discuss how we handle predicates in our model. In databases, queries and updates may
be performed on a set of objects if a certain condition called the predicate [GR93] is satisfied.
For example, a transaction can execute an SQL statement that updates the phone numbers of all
employeeswhose place of residenceis Cambridge; in this case, the predicateis the condition “place
of stay = Cambridge” over the relevant relations.

In our model, we assume that predicates are used with relations in arelational database system.
There are two modification operations possible on the structure of relations. insertion or deletion
of tuples (of course, tuples can be read or updated as discussed earlier; our notation for reading via
predicatesis discussed below).

We extend our database model in the following way. We divide the database into relations and
each object (with all its versions) exists in some relation. As before, unborn and dead versions
exist for an object before the object’s insertion and after its deletion. A point to note here is that
an object’s relation is known in our model when the database is initialized by T;,, i.e., before
the abject is inserted by an application transaction. Of course, this assumption is needed only at
a conceptual level. In an implementation, the system knows the relation of an object x when x is
inserted in arelation.

A predicate P identifies a boolean condition and the relations on which the condition hasto be
applied; one or more relations can be specified in P. All objects that match this condition are read
or modified depending on whether a predicate-based read or write is being considered. We do not
make any assumptions about the language used for specifying predicates.

Definition 1: Version set of a predicate-based operation. When a transaction executes a read
or write based on a predicate P, the system selects a version for each object in P'srelations. The
set of selected versionsis called the Version set of this predicate-based operation and is denoted by
Vset(P).

The version set defines the state that is observed to evaluate a predicate P. Since we select a
version for al possible objects in P's relations, this set will be very large since it includes unborn
and possibly dead versions of some objects. For convenience, we will only show visible versions
in aversion set; to better explain some examples, we will sometimes also show some unborn and
dead versions.

We use the following scenario for explaining variousissuesregarding predicates. We consider a
database in which an Employeerelation containsvisible versions of objects, x andy. In many of our
examples, x is atuple for an employee in the Sales department and y corresponds to an employee
in the Legal department; in some cases, we will also consider object z for which only an unborn
version exists (there will be many other such objects in the relation but we will not need them in
our examples).
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Predicate-based Reads

If atransaction T; performs reads based on a predicate P (e.g., in a SQL statement), we represent
the event in ahistory asr;(P: Vset(P)). To execute such aread, the system (conceptually) reads all
versionsin Vset(P). Then, the system determines which objects match predicate P by evaluating
P's boolean condition on the versions in Vset(P); objects whose unborn and dead versions were
selected in the previous step do not match.

Hereisan examplethat illustrates reads based on predicates using the above scenario. Suppose
that transaction T; executes a query to determine the tuples in the Employee relation for which the
predicate “Dept = Sales’ istrue. This query (conceptualy) reads a version of al objects in the
Employee relation, e.g., X; and y», and the unborn/dead versions (such as z;,;;) of other objects
in thisrelation. This predicate-based read could be shown in a history as r;(Dept=Sales. X1; Y>);
in this case we do not show any unborn or dead versions in the version set. Version x; matches
the predicate and y, does not match; recall that z;,,;; cannot match the predicate. After this query,
T; can execute operations on the matched object, e.g., it could read x;’s value. These reads will
show up as separate eventsin the history. If T; does not read x1, we do not add aread event to the
history, e.g., T; could smply use the fact that one object matched the predicate. Thus, the history
only shows reads of versions that were actually observed by transaction T;.

Predicate-based M odifications

For writes based on a predicate P, we use the following approach. Asfor predicate-based reads, the
system selects versions for al objects specified in P's relations and then determines which object
versions match P; asin the case of reads, unborn and dead versions cannot match P. Then, all objects
that match the predicate are modified by the transaction, i.e., in the case of the delete operation,
dead versions areinstalled for the deleted objects. We model this behavior as a sequence of events:
w; (P: Vset(P)) w;(X;) w;(Y;) ..., wherex, y, ... are the objects that matched predicate P.

When a transaction modifies objects based on a predicate, it indicates the modification to be
performed. Thisinformation is used by the database system to generate appropriate write events.
Since ahistory captures what happened in a system, we show the write-events after the system has
interpreted the predicate-based operation.

Here are some examples to illustrate writes based on predicates. Suppose that transaction T;
executes the following statement for the employee database discussed above: “increment by $10
saaries of al employeeswhere Dept=Sales’. Suppose that the system selectsversions, X1, Y2, and
Zinit, fOr this operation. If x; matchesthe predicate but y, and z;,,;; do naot, the following eventsare
added to the history: w;(Dept=Sales: X1; Y2; Zinit) W;(X;).

Similarly, if atransaction T; deletes all employees from the Sales department in the above
scenario, the following events are added to the history: w;(Dept=Sales. X1; Y2; Zinit) W;(X;). Note
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that similar events are added to the history in the case of deletion as well. However, there is a
difference: in the deletion example, x; is adead version and cannot be modified further whereasin
the update case, x; can be overwritten | ater.

Notethat apredicate-based modification can a so be model ed as a predi cate-based read foll owed
by a set of writes on the matched objects. Thus, in the example given above, the operations added
to the history are: r;(Dept=Sales: X1; Y2; Zinit) W;(X;). This technique provides weaker guarantees
(than the approach given above) to predicate-based modifications at lower isolation levels and is
supported by some commercial databases. It is possible to change our definitions to allow such
semantics; we have chosen a different approach since we wanted to provide stronger guaranteesfor
predicate-based modifications at lower isolation levels.

We only treat updates and deletes as writes based on predicates; we do not provide special
“insert predicates’. Insert operations are modeled as discussed in Section 3.1.1, i.e, if T; insertsa
tuple, the system selects a unique object x (which has never been selected for insertion before) and
createsavisible version of x; when T; commits.

An insert statement in a database language such as SQL specifies the tuples to be added to a
relation; these tuples could be specified explicitly or could be evaluated from a query. If aquery is
used for generating the values, our model treats such an insert operation as a predicate-based read
followed by a sequence of write events that correspond to the tuples being added. This approach
corresponds to the semantics of some commercial databases such as IBM’s DB2 [IBM99]. For
example, consider the following statement that copies empl oyees whose commission exceeds 25%
of their salary into the BONUS table (this statement is executed by transaction T1):

T1: INSERT INTO Bonus SELECT name, sal, comm FROM Emp
WHERE comm > 0.25* sal
As stated in the DB2 manual [IBM99], the lock-protocal for the Emp relation is governed by the
“rules for read-only processing”; for the Bonus relation, the lock-protocol for “change processing”
isused. Thus, if the transaction executes at degree 2, read-locks on the Emp relation are released
after the insert statement. This allows later transactionsto modify the Emp relation while Ty is till
uncommitted.

As stated above, our approach handles T,'sinsert in asimilar manner. Hereisapossible history
for T1's execution in our model:

Hguery—insers: T1(cOMmM>0.25* sal: Xo) r1(Xo) wi(y1) ¢
In this history, since xg matches the predicate-based query, it is read by T, to generate a tuple
that is inserted into the Bonus table. We do not consider the insertion of y; as a predicate-based
write since the predicate is used to determine what tuples will be inserted in the Bonus relation
and not for determining which matched objects need to modified. Modeling an insert operation as
a predicate-based read followed by a set of write events allows flexibility and ensures that some
commercia systems are not ruled out.
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Discussion

Our approach of observing some version of each object in one of the selected relations allows us
to handle the phantom problem [GR93] in asimple way (as we will see later). However, this does
not constrain implementations to perform these observations, e.g., an implementation could use an
index.

To model reads and writes based on predicates, we introduced the notion of relations in a
database. A read operation based on predicate P only observes object versionsin relations that are
specified by P (similarly for writes). We chose this approach rather than having a predicate-based
read observe versions of all objects in the database because an object x in a relation that is not
specified by P does not matter. The only way that x can match P is if its relation is changed to be
one of P'srelations. Since abjects do not changerelationsin our model, we can ignore object x for
an operation based on predicate P since x's relation is not specified by P. Alternatively, we could
say that the system chooses unborn versions of all objectsin such relations. Thisis equivalent to
our approach of dividing the database into relations. Our approach has an additional advantage that
it models how predicates are used in application code, i.e., a predicate indicates the relations on
which it operates.

3.1.4 Conflictsand Serialization Graphs

We first define the different types of read/write conflicts that can occur in a database system and
then use them to specify serialization graphs. Our notion of conflicts and graphsis similar to the
ones given in [BHG87] but they are not exactly same; we capture conflict-serializability with our
definitions whereas the conditions given in [BHG87] define view-serializability. We define three
kinds of direct conflicts that capture conflicts of two different committed transactions on the same
object or intersecting predicates — read-dependency, anti-dependency, and write-dependency. The
first type, read dependency, specifieswrite-read conflicts; atransaction T; dependson T; if it reads
T;'s updates. Anti-dependencies capture read-write conflicts; T; anti-dependson T; if it overwrites
an object that T; has read. Write-dependencies capture write-write conflicts; T; write-depends on
T, if it overwrites an object that T; has also modified. We now discuss these conflictsin detail. For
convenience, we have separated the definitions of predicate-based conflicts and regular conflicts.

Definition 2: Directly Read-Depends. We say that T; directly read-depends on transaction T; if
it directly item-read-depends or directly predicate-read-dependson T; (denoted by T; ﬂ) T3).

Directly item-read-depends. We say that T; directly item-read-dependson T; if T; installs some
object version x; and T; reads x;.

Directly predicate-read-depends Transaction T directly predicate-read-dependson T; if T; per-
forms an operation r;(P: Vset(P)) and x; € Vset(P).
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Transaction T directly predicate-read-dependson theinitialization transaction T;y,;; since T
observes the unborn versions of objects that have yet not been inserted in P's relations; if
T, observes a dead version of some object, it directly read-depends on the transaction that
deleted that object.

For predicate-read-dependencies, all objects in the version set of a predicate-based read are
considered to be read, including objects that do not match the predicate. The versions that are
actually accessed by transaction T; show up as normal read events. Other versionsin the version
set are essentialy ghost reads, i.e., their values are not observed by the predicate-based read but
read-dependencies are established for them aswell.

We now define the notion of overwriting a predicate-based operation that is useful for defining
anti-dependencies and write-dependencies.

Definition 3: Overwriting a predicate-based operation. We say that atransaction T; overwrites
an operation r;(P: Vset(P)) (or w;(P: Vset(P))) based on predicate P if T; installs x; such that
X < Xj, X € Vset(P) and x;, matches P whereas x; does not match P or vice-versa. That is, T;
makes a modification that changes the set of objects matched by T;’s predicate-based operation.
The notion of awrite operation overwriting a predicate-based operation can be defined similarly.

Definition 4: Directly Anti-Depends. A transaction T; directly anti-depends on transaction T; if
it directly item-anti-depends or directly predicate-anti-depends on T; (denoted by T; g T3).

Directly item-anti-depends. Wesay that T; directly item-anti-dependsontransaction T; if T; reads
some object version x; and T; installs X's next version (after x;) in the version order. Note
that the transaction that wrote the later version directly item-anti-depends on the transaction
that read the earlier version.

Directly predicate-anti-depends. Wesay that T; directly predicate-anti-dependson T; if T; over-
writes an operation r;(P: Vset(P)). That is, if T; installs a later version of some object that
changes the matches of a predicate-based read performed by T;.

This definition handlesinserts and deletes. For example, supposethat transaction T; insertsa
tuplexinan Employeerelationthat correspondsto aperson who worksin the Sal esdepartment.
Another transaction T; searches for all employeesin the Sales department but does not find
thisrecord, i.e., T; reads x's unborn version. Transaction T directly predicate-anti-depends
on T; since T; changes the objects matched by T;’s read.

Note that read-dependencies are treated differently from anti-dependencies for predicates. A
transaction T; directly predicate-read-depends on all transactions that produced the versions in
Vset(P) However, if transaction T; performs an operation r;(P: Vset(P)), T; predicate-anti-depends
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on T; only if T;'s modifications change the set of objects that matched P; simply overwriting a
version in Vset(P) does not cause a predicate-anti-dependency. We avoid extra anti-dependency
edges originating from T; since they can unnecessarily disallow legal histories.

In a two-phase locking implementation (for providing serializability), if atransaction T, per-
forms a read based on predicate P and T tries to insert an object x covered by P, T, is delayed
till Ty finishes. In our model, Ty reads Xynporn @Nd To creates a later version x;. If T, changes
the matches by T,'s read, T, predicate-anti-depends on T;. Note that T1's predicate read-locks
delay T, evenif T, does not change the abjects matched by P. Our definitions are more flexible and
permit implementations that allow T, to proceed in such cases, e.g., precision locks and granular
locks [GR93].

Here is an example to illustrate anti-dependencies with respect to predicates. Consider the
employee database scenario described in Section 3.1.3 that contains visible versions of two objects
x and y. Suppose T; executes a query that selects all Employees in the Sales department and
examinesversions x; and y, along with unborn/dead versions of other objects; it determines that x
isin Salesandyisnot. If T; commits, it will read-depend on T, and To, T;,;:, and transactions that
created dead versions observed by T;. A later transaction T; will directly predicate-anti-depend on
T; if T; adds a new employee to the Sales department, moves'y to Sales, removes x from Sales, or
deletes x from the database.

Definition 5: Directly Write-Depends. A transaction T; directly write-dependson T; if it directly
ww
item-write-dependsor directly predicate-write-dependson T; Thissituationisdenotedby 7; — Tj.

Directly item-write-depends: We say that T; directly item-